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The cyber sphere presents new challenges that the EU and NATO must address.
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Global Cybersecurity Challenges
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O

ver the past two decades, European countries have had to meet the same cybersecurity
challenges that the United States has faced. However, while the U.S. has benefitted from
its sovereign authority (a single foreign policy, a centralized military, and the legal and
budgetary power of the federal government), European governments have had to take steps to
develop cybersecurity policies at the national level while simultaneously pooling their sovereignty
through the North Atlantic Treaty Organization (NATO) and the European Union (EU) to bolster
their defenses.
This article describes the approaches that NATO and the EU currently use to defend their
members’ interests against such threats. In the last decade, both organizations have recognized
that cybersecurity is a key challenge to their core objectives, and they have adopted increasingly
ambitious strategies, established new organizations, and (in the EU’s case) promulgated legislation to address these threats. Specifically, NATO and the EU have begun to come to terms with
the fact that all major security conflicts going forward will have both a cyber and a kinetic component. Cybersecurity failures will increasingly be equivalent to or indicative of broader national
security failures. These failures will also lead to the degradation of economic and privacy interests
within the member states of NATO and the EU. This reality is forcing all international diplomatic
and security-focused organizations, alliances, and associations to retool existing structures or to
create new ones through which they can achieve cyber defense and cybersecurity goals.
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Three of the most prominent examples of
cyber aggression between nation-states are
those on Estonia (2007), Georgia (2008), and
Ukraine (2014, 2015) by Russia and its proxies.
In 2007, Russian nationals launched sustained
Distributed Denial of Service (DDoS) attacks
against Estonia that disrupted the Web services
of the Estonian government and private sector
for weeks. 1 The following year, three weeks
prior to kinetic hostilities, Russia’s conflict
with Georgia over South Ossetia began in
cyberspace with DDoS attacks and Website
defacements that later blended into Russia’s
overall warfighting strategy.2 Finally, in 2014
Russia and Ukraine were engaged in cyber
attacks, integrated alongside physical conflict
that targeted government and media infrastructure, contributing to the fog of war surrounding Russia’s annexation of Crimea. 3
Russia squared off against its neighbor again
in December 2015 when it attacked Ukraine’s
electric grid and subsequently launched DDoS
attacks, which left 230,000 residents without
power for up to 6 hours.4 These examples demonstrate not only a growing threat to European
security from an increasingly aggressive Russia,
but also the trend toward a single concept of
conflict that makes cyber and kinetic aggression inseparable. It is important to note that
China, Iran, and North Korea, to varying
extents, also have the capability and intent to
threaten the security of NATO and EU member
states through cyber means.5
Developments in the cybersecurity operations of both NATO and the EU have paralleled the growth of cybersecurity as a major
policy concern to the United States and other
national governments. The digital revolution
has also changed the basic environment in
which governments operate, necessitating
increasing levels of cross-border
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interdependence and connectivity. European
countries have responded to the need to
increase coordination and cooperation
through new initiatives at the national level
and under the auspices of NATO and the EU.
Nevertheless, the relationship between
national capabilities and sovereignty, and the
authority of these two international organizations, remains unsettled. The efforts of NATO
and the EU to mainstream cybersecurity into
existing activities have thus far proven insufficient to fully address the growing cyber threat
landscape.

NATO’s Development of Cross-border
Cyber Defense Policy and Coordination
NATO forecasted today’s cyber threat environment in 2010: “Cyber attacks are becoming
more frequent, more organized and more
costly […]; they can reach a threshold that
threatens national and Euro-Atlantic prosperity, security and stability.”6 NATO faces a cyber
threat landscape that abounds with hackers,
hacktivists, nation-states, and criminals. NATO
itself has been targeted directly by Russian
hackers seeking information on its defensive
posture against Russia. 7 Furthermore, the
recent attack by Russia on the Ukrainian power
grid underscores the fact that Russian cyber
attack capabilities are very real.8 NATO also
faces the same types of cyber breaches that
affect businesses in America on a daily basis,
ranging from random criminal acts to infiltrate
NATO’s systems to those of a more sophisticated, targeted nature. Despite preventive measures, cyber criminals around the world continue to gain access to these networks,
including those that are classified.9 In all, the
current threat environment embodies much
more significant risks than those first exemplified by the Russian cyber attacks on Estonia in
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(NCIA) through a merger of a number of existing agencies.15 The NCIA acts as NATO’s principal deliverer of communications, command,
and control (C3), which includes IT support
to NATO Headquarters, the NATO Command
Structure, and NATO Agencies. NCIA is responsible for defense capability planning; command, control, communications, computers,
intelligence, surveillance, and reconnaissance
(C4ISR) architecture, exercises, and training;
and acquisition and procurement of advanced
technology. NCIA also functions as NATO’s
first line of cyber defense and houses both the
NCIRC team and NATO’s Information Security
Operations Centre.16
Though formally outside of the NATO
command structure, the Alliance also relies on
work done by the NATO Cyber Defence Center
Nmrmak

2007, which initially prompted NATO to
address the dangers of cyber warfare.
How did NATO get to its current state in
cybersecurity? NATO has always defended its
military communication networks; however,
during the 2002 Prague Summit, NATO stated
that cyber defense was also part of its agenda
and that it would strengthen its “capabilities
to defend against cyber attacks.”10 The Prague
Summit paved the way for NATO’s creation of
the NATO Computer Incident Response
Capability (NCIRC) in 2002. Following the
cyber attacks against Estonia in April and May
of 2007, NATO issued its first “Policy on Cyber
Defence” in January 2008. It later issued its
“Strategic Concept” in 2011, as well as a newly
enhanced cyber defense policy in 2014 11 in
which NATO clarified that Article 5 could be
invoked for a major digital attack. 12 It also
pledged to improve cyber defense education,
training, and exercise activities, in addition to
its commitment to create a NATO cyber range
capability.13
While NATO does not have a standing
cyber defense force per se, its structures now
cover the political, operational, and technical
challenges of cyber defense. The North Atlantic
Council (NAC), established under Article 9 of
the North Atlantic Treaty, is the key entity
within the Alliance that decides whether NATO
responds to an attack of any nature. The Cyber
Defence Committee (CDC), known as the
Defence Policy and Planning Committee until
2014, is a senior advisory body that advises the
NAC on cyber issues, as does the Cyber
Defense Management Board (CDMB). Cyber
is part of the NATO defense planning process
that sets force goals for the Alliance as a
whole.14
In 2012, NATO officials created the NATO
Communication and Information Agency

The 2015 hack of the Ukrainian power grid left
over 230,000 residents without power and
represented a new era in cyber attacks.
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of Excellence (CCD COE) in Tallinn, Estonia.
The CCD COE develops doctrinal and legal
concepts, conducts training and exercise programs, carries out technical research and experimentation, and contributes to national and
NATO capabilities.17 The CCD COE launched
the Tallinn Manual process, which has become
the main authority on the applicability of the
law of armed conflict to cyberspace. The
Tallinn Manual 2.0 will be published in 2016
and will examine international law for cyber
operations below the threshold of armed conflict.
NATO, much like the U.S. Government, is
intensifying its relationships with private-sector cyber security companies. The NATO
Industry Cyber Partnership (NICP) initiative is
designed to encourage relationships with
industry.18 NATO is also developing a Cyber
Rapid Reaction Team (RRT) 19 to protect its
critical infrastructure, much like U.S. Cyber
Command’s Cyber Protection Teams (CPTs).20
The protection of critical infrastructure under
some circumstances may require offensive
cyber capabilities to stop an attack. Unlike U.S.
Cyber Command, NATO does not have an
inherent offensive capability.
Finally, NATO is actively exercising its
cyber forces. Cyber Coalition, a primarily
table-top exercise, now includes more than 35
participating countries and has been integrated
into NATO’s crisis management exercises.21
In addition, the NATO CCD COE organizes the world’s largest international live-fire
cyber defense exercise in Tallinn,which in its
6th iteration in 2016 saw more than 550 people
and over 26 nations participate.22 Using a fictional scenario and virtualized networks, the
exercise involved defenders, attackers, and
bystanders. Twenty blue (“friendly”) teams,
represented by 19 nations and the NCIRC,
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were tasked with maintaining networks and
services in a fictional country that was under
attack.23
NATO’s trend toward increased cooperation and joint operational exercises in the
cyber realm tends to reflect a broader shift
toward more robust coordination in the
majority of its mission areas. NATO currently
does not have any operational cyber capabilities as an organization, relying instead on
Allied capabilities. The technical capabilities
of NCIRC are used solely to protect the limited
footprint of NATO’s own command structure.
As cyber defense becomes an operational
domain in its own right, NATO should consider creating a tactical command similar to
those for land, air, and maritime.24 Given that
cyber lends itself to economies of scale, NATO
could also consider developing certain shared
capabilities, similar to its strategic airlift and
airborne warning and control systems capabilities.

The Increasing Influence of the EU in
Creating a Single European Approach to
Cyber Security
NATO’s main efforts, however, remain focused
on military defense. The organization has recognized the importance of civilian networks
and the risks they face, particularly through its
work on hybrid threats, but it does not have
the legal or policy levers to address many of
these questions directly. This is where the
European Union comes in. The EU has superseded or supplemented member state policies
in many areas, including those related to economic, justice, and home affairs. Accordingly,
a large portion of Europe’s legal environment
consists of or is based upon EU legislation.
While national governments guard their sovereignty in the areas of defense and foreign
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policy, the EU maintains some limited authority in these areas. In fact, the EU is developing
a considerable role in shaping the European
cybersecurity landscape, primarily through legislation and expenditures related to economic
regulation, individual rights, and internal security. Developments over the last 5 years have
broadly paralleled the work of the Obama
administration and the U.S. Congress. Much
of this progress on both sides of the Atlantic
has been related to cybersecurity information
and threat indicator sharing. For example, the
Cybersecurity Information Sharing Act of
2015, President Obama’s 2015 Executive Order
13691 on information sharing, and legislation
that statutorily codified the National
Cybersecurity and Communications
Integration Center (NCCIC) seek to accomplish many of the same goals as Europe’s directive on Network and Information Security
(NIS). These regulations focus primarily on
increasing the speed, regularity, and centralization of information sharing between the public and private sectors.25 In spite of a modest
EU mandate with respect to foreign and
defense policy, the EU has begun to play a substantial role in shaping the foreign policies of
its member countries and the global cyber
environment.
The EU has treated information security as
a serious concern for some time, primarily
through the lenses of data protection and regulation of the telecommunications sector. The
1999 Directive on Data Protection harmonized EU national rules on data protection,
and also prohibited governments from discriminating against companies in other EU
states on grounds of data protection. The 2002
regulatory framework on telecommunications26 and directive on e-privacy27 established
security requirements for internet service
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providers and other telecommunications service providers, including reporting requirements for cyber incidents. One of the major
motivations for European rules on security was
to prevent different national rules on the matter from obstructing trade in services within
the EU.
In 2004, the EU established ENISA, the
European Network and Information Security
Agency.28 The relatively small agency, located
in Greece, initially focused on research and
training, but has been moving in a more operational and regulatory direction. ENISA operates Europe’s bi-annual table-top cyber training exercise, Cyber Europe, which has nearly
300 public- and private-sector participating
organizations.29 Increasingly, ENISA is also taking on a regulatory role in aggregating the
security incident reports submitted as part of
EU regulation. 30 Further, in 2010, the EU
decided to set up the European Union
C o m p u t e r E m e r g e n c y Re s p o n s e Te a m
(CERT-EU), a security team that, like the
NATO NCIRC, focuses only on the security of
EU institutions 31, though CERT-EU is quite
active in various international cooperation networks. The EU has recently begun to work
more intentionally and consistently to tackle
cyber crime. While EU law has covered fraud
and counterfeiting of non-cash payments since
2001 32 , its legislation in this decade has
focused on combatting child pornography and
sexual exploitation online (2011) and harmonizing criminal penalties more broadly for
cyber crime (2013).33 Borne out of the 2010
European Commission’s Internal Security
Strategy 34, Europol launched the European
Cybercrime Centre (EC3), which focuses on
organized cybercrime, payment fraud, hightech crimes, child sexual exploitation, and
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cybercrimes or attacks that target critical infrastructure.35
In spite of a patchwork of pre-existing
activity and legislation, the EU did not adopt
a cross-cutting strategy until 2013. The EU’s
cybersecurity strategy, titled “An Open, Safe
and Secure Cyberspace,” covers the major
aspects of a comprehensive approach to cyber
d e f e n s e a n d s e c u r i t y. 3 6 T h e E u r o p e a n
Commission proposed new legislation covering cybersecurity of critical infrastructure,
cooperation between national CERTs, and
increased support for exercises and security
research. It also launched a number of soft initiatives, including the dedication of a
European cybersecurity month, making progress on cyber crime cooperation and mutual
legal assistance, setting strategic goals for the
newly created European Cybercrime Center,
and completing the Europe-wide adoption of
the Council of Europe’s Convention on
Cybercrime. The cyber strategy called for an
international cyberspace policy based on the
EU’s core values, particularly those dealing
with the promotion of fundamental rights, free
expression, and a norms-based international
legal order. The EU also addressed the cybersecurity of its military missions, while engaging
with academia and industry to develop the
European cyber industry and to protect the
cyber security of the EU’s own institutions.
These priorities broadly mirror those
announced by the Obama administration in
the same year as part of the National Strategy
to Secure Cyberspace.37 Overall, the EU strategy has been successful, with action being
taken to achieve its objectives. Still, a review of
the state of play will reveal that much work
remains.
Legislative accomplishments have had the
most significant effects on Europe’s
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cybersecurity policy landscape. Two new pieces
of legislation will shape the basic legal framework for European cybersecurity once policymakers formalize them this summer after years
of negotiation. First, the directive on Network
and Information Security will require all governments to implement cybersecurity rules
(including mandatory reporting for incidents
affecting service availability) for their operators of essential services. This will effectively
cover critical infrastructure in the fields of
energy, transportation, telecommunications,
medicine, and finance. This directive, however,
will not create a central European inventory of
critical infrastructure or require common standards. Cloud services, e-commerce marketplaces, and search engines will be subject to
more specific and consistent European rules.
National governments are required to cooperate and share some information, but the directive falls short of the mandatory Europe-wide
cooperation and information-sharing mechanisms originally envisioned.
Difficulties in agreeing to rules governing
the cybersecurity of critical infrastructure
reflect the different national arrangements
within member states of the EU. Some governments, including Germany and the
Netherlands, treat cybersecurity as a question
of homeland security, while others, such as
Latvia and Denmark, consider it a question of
defense. Still other countries, including
Finland and Italy, see cybersecurity as a matter
of commerce and communications. While
many governments see the value of a strong
pan-European approach, others view any central regulation of cybersecurity to be encroaching on their sovereignty. Nevertheless, these
rules represent a sea change: EU law previously
contained almost no clauses that sought to
harmonize regulations on the protection of
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critical infrastructure, which policymakers previously considered to be a purely national
question. However, the use of such stark dividing lines is no longer feasible when infrastructures themselves span national borders.
The second major piece of new legislation
is a new set of EU rules on data protection, the
General Data Protection Regulation and lawenforcement specific rules in the Data
Protection Directive. 38 The EU Charter of
Fundamental Rights explicitly names the right
to the protection of personal data alongside
rights to human dignity, life, liberty, and privacy. There has been some form of EU data
protection law in place since 1999.39 The new
regulation creates a consistent, single set of
rules for all companies operating in the EU
that handle the personal data of EU citizens,
though these rules will also be complex and,

in some cases, costly to implement. EU law
protects individual rights that U.S. law does
not explicitly consider, including the right to
access information on how businesses are processing one’s data, the right to transfer this
data to other service providers, and the “right
to be forgotten,” which requires businesses to
delete certain personal data on individuals
upon their request. EU citizens will also benefit from data breach notification standards
that are generally similar to those implemented in the United States. Fines for businesses that fail to comply with the Data
Protection Regulation can rise to four percent
of that company’s global revenue. 40 Thus,
while this data protection regulation is not
explicitly about cybersecurity, it will create
strong incentives for companies to implement
good data governance practices and shore up
Security & Defense Agency

Members of the Security and Defense Agency, a major contributor to EU and NATO policy, meet in 2012
to discuss the intersection between public and private partnerships in the cybersecurity sphere.
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measures that protect data integrity and confidentiality.
The headlines on European data protection have come not from the legislature, but
from the courts: the European Court of Justice
(the EU’s supreme court) has taken an active
role in striking down legislation it considers to
be in violation of data protection rules. The
court invalidated an EU directive on data
retention that had required telecommunications companies to retain user data and share
this with law enforcement if legally
requested.41 Furthermore, the court annulled
the EU’s data safe harbor scheme, which
allowed private companies to transfer the personal data of European citizens that they possessed to servers located in the United States.
This forced the United States and the EU to
develop a new arrangement, called Privacy
Shield, which acts as an “umbrella agreement”
with the U.S. government. The renegotiation
of safe harbor was aided by America’s passage
of the Judicial Redress Act, which gives EU
citizens legal standing to sue the U.S. government for misuse of their personal data. 42
Furthermore, the “right to be forgotten,” which
is now enshrined in the recent data protection
legislation, was initially created by a court
decision in 2014.43
Operational cooperation among
European governments has improved, with EU
structures playing a growing role. The EU’s best
performance has been in the area of cyber
crime, where cooperation among national
cyber crime units and prosecutors has become
frequent and close. The legal framework for
cooperation on cyber crime is comparatively
robust. The 2013 Directive on attacks against
information systems includes a requirement
for member states to respond to urgent
requests within 8 hours. In 2013, EU member
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states also agreed to use an existing mutual
evaluation mechanism to conduct thorough
peer reviews of national cyber crime units.44
Europol, Eurojust (the EU’s agency for cooperation on prosecutions), and ENISA all have
roles in cooperation with national authorities.
Europol’s cyber crime center, the EC3, has
become a hub for coordinating international
and cross-sector support for joint law enforcement operations related to cyberspace. The
EC3 is able to assist member states, as well as
international law enforcement, in fighting
cybercrime by leveraging Europol’s infrastructure and network to share intelligence and
align international priorities.
Europol, through the EC3, has facilitated
and participated in numerous operations with
U.S. law enforcement to disrupt cybercrime.45
It has cooperated with the FBI and U.S. private
sector partners like Microsoft and Symantec to
take down some of the highest-profile botnets
in recent years.46 Such counter-botnet operations have involved up to 30 members, and
often rely on the facilities and coordinating
capabilities of Europol. 47 Pilot initiatives
h o s t e d by t h e E C 3 ( s u c h a s t h e J o i n t
Cybercrime Action Task Force, which includes
the FBI) are leading to multinational investigations and operations conducted jointly along
every step, from identification of priorities to
execution.48
Yet room for improvement remains. There
is no single European contact for reporting
cyber crime, and cross-border access to data
necessary for cyber crime investigations has
become more difficult following recent court
judgments.49 Europol reports that the invalidation of EU data retention rules has actively
hampered investigations in areas such as computer intrusion, hacking, and child abuse 50,
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and the decision has created legal uncertainty51
around law enforcement access to cloud data.52
CERT cooperation has not developed as
well as cybercrime cooperation. It has
remained focused on bilateral and broader
multilateral groupings, as well as narrower
European groupings that include only some
EU countries, such as the European gov-CERT
group.53 Notably, the CERTs that belong to this
group do not have any membership from the
countries that have joined the EU since 2004.
The NIS directive now creates a format for
cooperation among national CERTs, but this
lacks the robustness of EU mechanisms for
cyber crime cooperation. Information sharing
and cooperation on incidents remain voluntary, so it will be up to member countries to
make a push for closer cooperation.
The EU continues to face challenges in living up to its potential as the facilitator of a
single market, which has stymied the growth
of the European private sector’s much-needed
contribution to cybersecurity. Cybersecurity
has not become the kind of big business in
Europe that it currently is in the United States.
While estimates vary, Europe constitutes at
most one-quarter of the global cybersecurity
market, and its cyber exports fall short of those
of the United States and Israel. The U.S. federal
government’s cyber spending dwarfs that of
national markets in Europe 54, and Europe’s
cyber insurance market is still nascent relative
to that of the United States.55 More fundamentally, European businesses have been reluctant
to move toward using cloud services of all
types, including those related to security.56 In
2016, the EU plans to launch major initiatives
to promote industrial policy and standardization in cybersecurity, including a 500 million
euro public-private partnership to focus EU
spending on research and development.57 Part
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of the current challenge is market fragmentation. Not only does Europe lack a single purchaser like the U.S. federal government, but it
also suffers from different private sector expectations and standards in individual countries.
For example, a cybersecurity firm must apply
for government contracts with 28 separate EU
countries, each of which will have its own priorities and objectives for such contracts on top
of their differing regulatory regimes. This situation increases transaction costs and complicates service provision to the extent that it is
relatively growth prohibitive with respect to
European cybersecurity firms that rely on government contracts.
The EU is also expanding its activity in
specific sectors by applying its existing sectoral
regulatory power and influence. Recently
announced initiatives include further rules and
information-sharing platforms and guidelines
for the electricity, transportation, and finance
sectors to set up several sector-specific
Information Sharing and Analysis Centers
(ISACs) and CERTs.58
In the global arena, the EU has used its
modest authority to coordinate foreign policy
to great effect in creating coherent “cyber
diplomacy.” In early 2015, EU governments
formally endorsed a common position on
major cyber foreign policy questions59, but this
approach has long been visible in bilateral
cyber dialogue with numerous partners,
including China, India, South Korea, and
Japan.60 Dialogue with the United States has
helped the two entities coordinate a common
approach to cybersecurity policy in most key
areas. 61 Furthermore, the EU has prepared
common policy positions for the diplomatic
services of national governments to use when
negotiating on a bilateral level.62 The EU has
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also allocated significant funding for cyber
capacity building in third-party countries.
Since applying sanctions against Russia
for its annexation of Crimea in early 2014, the
EU has increasingly looked for ways to use its
economic clout as a tool of diplomatic deterrence. The current president of the EU Council
of Ministers has proposed that the EU apply
naming and shaming, diplomatic and economic sanctions, as well as aggressive lawenforcement activity in the case of state-sponsored coercive cyber operations. 63 These
measures would still be tame in comparison
to U.S. activity, but constitute a significant step
forward from otherwise loosely coordinated
EU action in this area.
In the core defense area, the EU’s ambitions have been more modest than NATO’s,
but it has put in place a policy framework for
cyber defense with a roadmap that policymakers review every 6 months. This framework
includes measures that support the development of national cyber defense capabilities,
protect command and control and communications networks, improve training and exercises, and ensure coherence between EU and
NATO efforts.64

The Future of EU-NATO and EU-U.S.
Cooperation
EU-NATO cooperation has always presented a
challenge due to the differences in the makeup
of each organization’s membership. There are
signs that the relationship could be warming
up: the EU and NATO signed a technical
arrangement in February 2016 to increase
information sharing between the NCIRC and
CERT-EU.65 The agreement authorizes technical information sharing to improve incident
prevention, detection, and response, and is
similar to U.S. information-sharing
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requirements between government agencies.
While information sharing within the
American federal government has been ongoing since 2004 66, it is now becoming more
effective than ever due to improvements in
information-sharing software, hardware, and
procedures, and the adoption of standard technical specifications. Furthermore, two nonNATO EU countries are members of the CCD
COE, and the EU and non-NATO members
participate in or observe various NATO-related
cyber exercises.
Ultimately, the United States and Europe
would benefit from an EU-NATO-U.S. triangle,
where the Allies could work together within
NATO to further develop joint cyber defense
capabilities and approaches. The EU and the
United States could simultaneously work bilaterally to achieve shared objectives on other
cybersecurity matters. A joint policy agenda
between these two powers could include convergence between EU and U.S. security standards for cyber products and services, including joint procurements in less sensitive areas;
collaborative exercises; more structured information sharing; continued development and
elevation of international cyber crime law
enforcement regimes; and consistent and practical data protection regulations.
The United States has much to contribute
to the cyber operations of NATO and the EU,
and can serve as a force to bring these two
organizations closer together. American law
enforcement and the deep cybersecurity talent
reserves of its private sector have already
proven to be invaluable partners in Europol’s
cyber crime investigations. The trend toward
globalized impacts from cyber threats makes it
likely that partnerships on matters of law
enforcement and cybersecurity in general will
continue to grow. A few areas in which the
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United States, NATO, and the EU could further
cooperate on cybersecurity policy include
combined cyber forensics training to improve
attribution, more widespread support for resilience and remediation practices, and greater
coordination between the U.S. and EU judicial
regimes when it comes to bringing cybercriminals to justice.
Although the cybersecurity threat has been
growing for the past two decades, the preference of national governments for sovereignty
in the realms of foreign and defense policy has
traditionally limited the cybersecurity ambitions and organizational capacity of both
NATO and the EU. It was not until approximately 6 years ago that European policymakers
began to recognize that the threat from cyber
attacks and cyber crime is inherently a crossborder problem that requires cross-border

solutions. With increasing support from the
European states that belong to NATO and the
EU, these international entities have been able
to build out their organizational and operational structures and capacities.
The EU and NATO have respectively made
tremendous progress in building their capacity
to coordinate cybersecurity and defense activities among their members. The increasing willingness on the part of these organizations to
work more closely with one another and international partners is also a promising, if recent,
development. Europol’s multilateral law
enforcement operations against cybercriminal
groups and forums represent one of the best
emerging models for international resource
pooling and operational coordination. In fact,
the crucial role that international law enforcement must play in combatting the global cyber
National security Agency

Cooperation with U.S. organizations like the National Security Agency (headquarters pictured above)
and the well-developed American private sector have already improved NATO and EU cyber operations,
but further integration must occur to address effectively the cyber challenge.
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threat qualifies entities such as Europol for a
more elevated role in international diplomacy.
However, cyber crime is only one piece of the
larger puzzle of cybersecurity and cyber
defense. The recent successes of coordinated
law enforcement operations will reach their
full potential for positive impact only if NATO
and the EU apply lessons learned from that
realm to broader cyber policy issues.
Overall, the cyber threat landscape is
pushing national governments and international organizations toward greater transatlantic security cooperation. With a growing cyber
threat from nation-state actors, including a
resurgent Russia, and a new norm of conflict
that ensures kinetic operations will be paired
with cyber aggression for the foreseeable
future, security cooperation in Europe and
around the world is increasingly necessary. The
strides that NATO and the EU have made thus
far to address cyber threats are promising but
ultimately only foundational. These organizations must build on this foundation by continuing to make progress toward cross-border
integration of information, capabilities, and
defensive strategies if the advantage in cybersecurity is ever to be wrested from the attacker.
PRISM
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