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W

e are all familiar with the “War on Drugs” initiated by Richard Nixon in 1971,
Pablo Escobar’s infamous role in the cocaine trade, and the “Pizza Connection”
trial that laid bare Cosa Nostra’s historic role in the global heroin trade.1 This
recognition is well-deserved; even today, many of the most powerful organized crime
groups, as well as terrorist groups, generate significant profits from the narcotics trade. As
a result, counternarcotics efforts have enjoyed tremendous political and law enforcement
prioritization, with estimates that over $100 billion are invested annually in combating it
globally.2
The United Nations Office on Drugs and Crime (UNODC) estimates that the global
narcotics market turns over $320 billion each year.3 At the same time, the International
Chamber of Commerce (ICC) estimates that the illicit trade in counterfeit and pirated
goods will treble from around $500 billion in 2008 to $1.3 trillion in 2015.4 Yet, despite
this magnitude, have we heard of a corresponding “War on Intellectual Property Theft?”
Although it is the largest category, counterfeiting is not the only form of illicit trade in
goods that displaces normally licit goods. The illicit markets for contraband excise goods,
such as tobacco, alcohol, and petroleum products, are also extensive global problems.
Furthermore, the illicit trade in substandard or unauthorized/unapproved (noncounterfeit)
products affects such a broad range of goods, from agrochemicals to medicines, that efforts
to quantify the problem as a whole have not been attempted.
This chapter addresses this illicit trade that displaces normally licit goods, its scale
and impact, as well as the challenges in addressing it. For practical reasons, the focus will
be on counterfeit goods and certain excise goods.

The Magnitude of Leading Forms of Illicit Trade Displacing Legal Goods

Counterfeit and Intellectual Property Infringing Goods
The most frequently stated estimate of the value of counterfeit goods is the estimate from
the Organisation for Economic Co-operation and Development (OECD) of $250 billion
in 2007.5 The figure is derived from extrapolations based on customs seizures and trade
data, resulting in an estimate that counterfeit and pirated goods constituted 1.95 percent
of world trade. Although seizures do confirm illicit trade, extrapolating its scale based on
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seizure data is problematic as the true interception rate is impossible to know. Furthermore,
the effectiveness of customs can vary between jurisdictions and sectors. Despite these
limitations, the ICC decided to expand on the OECD study, as that did not include
domestically produced and consumed products, or nontangible pirated digital products. The
ICC used the OECD study as a foundation for its estimates, and added further estimates for
domestically produced (nontraded) counterfeit goods, projecting that by 2015, the global
turnover of counterfeit and pirated goods would be around $1.3 trillion.6
The OECD published new counterfeit estimates, based on more recent seizure and
trade data, in 2016.7 The previous OECD data had suggested a significant growth rate, with
the international trade in counterfeit goods more than doubling in value in the five-year
period from 2002 to 2007.8 The new OECD publication supports that the prevalence of
counterfeit goods and pirated goods as a percentage of world trade has continued to increase,
constituting 2.5 percent of world trade in 2013, and valued up to $461 billion that year.9
In 2014, a clear majority of interviewed international corporations on the NASDAQ
OMX 30 Stockholm Index believed that counterfeiting and intellectual property theft had
increased in the past five years, and the overwhelming majority asserted that it would
continue to increase in the next five years. The primary reasons cited for this increase
were the growing importance of emerging markets (where the extent of counterfeiting
and intellectual property theft is greater) and the role of the internet as a facilitator of
counterfeit trade.10
This growth trend is also supported by European interception data. The European
Union (EU) has reported sharp increases in detentions of intellectual property infringing
products. In 2013, national customs authorities had opened almost 87,000 cases, resulting
in the detention of millions of articles. Consider that in 2002, only 7,553 such cases were
opened. This marks more than a tenfold increase. Moreover, the single largest source of
counterfeit products is China.11

Contraband Trade in Excise Goods: Tobacco, Alcohol, and Petroleum Products
Certain counterfeit goods, such as cigarettes and alcohol, can also fall into another category
of illicit trade, which is the contraband trade in excise goods.12 Contraband cigarettes have
long served as a significant source of income for organized crime groups. The global illicit
tobacco trade has been estimated to exceed 650 billion cigarettes a year, representing
11.6 percent of total consumption. The burden of this trade, representing over a million
illicit cigarettes sold every minute, is not merely placed on tobacco corporations; tobacco
smuggling resulted in tax losses exceeding $40 billion annually in 2007.13 As tobacco taxes
have been on an upward trajectory since that study, due to both public health concerns
as well as fiscal interests, it is logical to assume that annual tax losses are even greater
today. In the EU, where data is available, illicit tobacco consumption as a percentage of
total consumption increased every year but one between 2006 and 2013. On average, the
total proportion of consumption that was illicit increased by over 0.3 percent every year,
from 8.3 percent in 2006 to 10.5 percent in 2013.14 In Greece and Spain, the increase was
252

The Neglected Mega-Problem

particularly extreme. In the first year of the 2008 financial crisis, illicit consumption in
both countries was just over two percent. When the economic fallout hit, and pressured
governments to raise revenues through tax increases, it made the less costly illicit cigarettes
even more attractive to smokers. By 2013, illicit consumption in Spain had risen to 9
percent, and in harder-hit Greece, it reached almost 18 percent.15
Alongside tobacco, the other major category of consumer goods subject to “sin taxes”
is alcohol. The World Health Organization (WHO) estimates that approximately a quarter
of total global alcohol consumption is unrecorded (either homemade and/or illegal).16
Global estimates on tax losses due to illicit alcohol do not exist, but as an example, a
Euromonitor study assessing only 6 Latin American countries estimated illicit consumption
at 27 percent, generating $2.4 billion in illegal revenues, and government fiscal losses in
excess of $700 million.17
Untaxed or illicitly sourced, petroleum products are also of economic significance.
Oil theft from pipelines is a major issue generating losses of billions of dollars in certain
countries, such as Nigeria, Russia, and Mexico.18 But the sale of improperly taxed and/
or contraband petroleum affects many more countries and regions; two examples are
Bulgaria and Northern Ireland. According to a 2010-11 Serious Organized Crime
Threat Assessment report focusing on Bulgaria, financed by the European Commission,
international oil companies estimated that between 20 and 40 percent of the fuel sold in the
country was illegal.19 In 2014, the executive director of the Bulgarian Petroleum and Gas
Association stated that 10 to 15 percent of the fuel market was illicit.20 In Northern Ireland,
it is estimated that 13 percent of diesel tax revenues are lost due to illicit trade.21 Illicit oil
can also play a major role in conflict zones, such as Serbia’s reliance on contraband oil
during the conflict in the Balkans, or Islamic State of Iraq and the Levant’s (ISIL) role as
a petroleum product supplier in the ongoing conflict in Syria.22 The scale of the illicit trade
in petroleum products is such that it can noticeably hurt government revenues, and at the
same time, provide a strategic income stream for nonstate actors. In Mexico, for example,
the state petroleum company, Pemex, estimated that it lost over $1 billion due to oil theft
in 2014.23 Organizations like Los Zetas and the Gulf Cartel are known to be involved in
some of this theft.24 In 2015, it was estimated that ISIL generated $1.5 million a day on the
illicit oil trade from Syria.25

Illicit Trade in Other Substandard and Unapproved Goods
The 2013 horse meat scandal, in which several leading European food manufacturers’
beef products were found to contain horse meat, brought public awareness to the fact that
that were severe shortcomings in food supply chain control mechanisms.26 A Dutch meat
wholesaler was later convicted of having sold over 300 tons of horse meat, labelled as
beef, to over 500 companies.27 A few years earlier, in 2008, the more serious milk scandal
had brought concerns over food fraud to the fore in China. Chinese officials estimated
that as many as 6 babies died, and nearly 300,000 infants were sickened by dairy products
contaminated with melamine, which had been added to watered-down milk in order to
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fool protein content tests.28 In Italy, mafia organizations were estimated to generate illicit
revenues exceeding €15 billion in 2014 in the food and agriculture sector alone. Counterfeit
and substandard foods production and sales are amongst their many illicit activities in the
sector, which can also interconnect with other food-related crimes from which the mafia
also profits, such as: control of distribution and transport of food products, forcing the sale
of certain products in retail outlets, price fixing, money laundering through food-related
businesses (particularly restaurants, of which mafia organizations control at least 5,000 in
Italy), and illegal slaughtering.29 As Italy is a major exporter of food products, substandard
foods also affect consumers beyond the country’s borders.
An example of the connection between organized crime and major food manufacturers
is provided by Giuseppe Mandara, also known as Italy’s “Mozzarella King” and “the
Armani of Mozzarella.” Mandara, who headed Italy’s largest mozzarella manufacturer,
was arrested in 2012 accused of having sold contaminated and falsely labelled cheeses,
as well as having received money from a Camorra clan.30 He was acquitted due to lack of
evidence only to be arrested again in 2014 accused of involvement in Camorra extortion of
landowners and money laundering.31
Substandard and noncompliant items range from illicit foodstuffs (such as Chinese
gutter oil, falsified olive oil, and nonorganic foods passed off as organic), to nonfood
items like noncompliant agrochemicals, vehicle components, and electronics.32 Although
there are huge numbers of products affected over a wide range of geographies, there is no
collected holistic meta-analysis of the extent of the problem and to what extent organized
crime is involved in the different form of illicit trade in substandard and unapproved
products.

Table 12.1 Intellectual Property Infringing Detentions Reported by National
Customs Organizations to the World Customs Organization31

Source: WCO
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Impacts
Even though the overall prevalence of illicit goods displacing legal goods and its overall
scale are unknown, we do have enough insight to determine that it is a problem of enormous
magnitude. The consequences of this illicit trade are significant, and affect a number of
areas.

Economic
The most obvious economic impact is the direct effect of illicit products displacing
legitimate products on the market. As illicit products are generally (although not always)
provided at lower prices than their legitimate equivalents, they squeeze legitimate products
out of the market, both reducing revenues for law-abiding companies, and if the product is
improperly taxed or untaxed, also reducing government revenues.
Reduced business revenues and tax revenues in turn have a negative multiplier effect
on the economy. Both government and private sector investments and expenditures are
reduced, having a negative impact on job creation and economic growth. Furthermore,
there appears to be a correlation between a state’s protection of intellectual property rights
and foreign direct investment, suggesting that counterfeiting and piracy have a detrimental
effect on foreign direct investment.33 This appears to be supported by the view of
multinational corporations, whose representatives have stated that their companies are less
willing to invest in markets that lack effective intellectual property rights enforcement.34
Jobs producing counterfeit products are also likely to be low-wage jobs, possibly without
employment rights and characterized by unsavory working conditions.35
The economic importance of enforcing intellectual property rights is reinforced by
Benoît Battistelli, president of the European Patent Office, who, in 2014, stated:
For innovating companies the protection of their intellectual property (IP) has become
extremely important: one in three jobs in the EU today is created in industrial sectors
with an above average use of IP rights. These sectors account for almost 40 percent of
the GDP and 90 percent of exports of the EU. They are a pillar of the competitiveness of
the European economy at global level. Similarly, continued violation of these rights puts
a serious threat to Europe’s capacity to innovate and compete, and to lastingly secure
economic growth and employment for its citizens. It is necessary, therefore, to improve
and strengthen the use of IP rights not only in Europe, but also internationally.36

On the other side of the Atlantic, the Commission on the Theft of American
Intellectual Property writes the following about economic costs incurred by IP theft in the
United States:
The annual losses [due to intellectual property theft] are likely to be comparable to
the current annual level of U.S. exports to Asia—over $300 billion. The exact figure
is unknowable, but private and governmental studies tend to understate the impacts
due to inadequacies in data or scope. The members of the Commission agree with the
assessment by the Commander of the United States Cyber Command and Director of the
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National Security Agency, General Keith Alexander, that the ongoing theft of IP is “the
greatest transfer of wealth in history.”

The Commission’s report further stated that enhanced intellectual property protection
globally would add millions of jobs, boost research and development, facilitate investment,
and increase the growth of the U.S. economy.37
The strong interest in enhancing intellectual property rights enforcement is reflected
in the Trans-Pacific Partnership (TPP) trade agreement, which, at the time of writing, still
has not been signed and ratified by the potential members. TPP raises the bar significantly
beyond the intellectual property rights protection provided by the World Trade Organization
(WTO) Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS).38
The Philippines offers an illustrative example of tax losses from illicit trade.
A Global Financial Integrity study estimated that 25 percent of all import value in the
country over the last decade was undeclared. As more than one-fifth of Philippine tax
revenues is generated by international trade, the fiscal impact is major.39 A government
report in Ghana estimated that the state loses 36 billion Ghanaian Cedi (approximately
$9.5 billion) annually in revenues due to the fraudulent activities of importers.40 To put
this in perspective, Ghana’s gross domestic product (GDP) in 2014 was 113 billion Cedi.41
Even if the estimate exaggerates the scale of the problem, it is indicative of a problem of
immense proportions. Global Financial Integrity has also identified trade misinvoicing as a
major issue for a number of countries, and can be assumed to be a major source of revenue
loss in several more. The higher the incidence of illicit trade, the greater the income loss for
the state, undermining its capacity to deal with the multiple challenges it faces, including
illicit trade itself.

Income for Criminal Actors
While illicit trade deprives the state and the legitimate economy of revenues, criminals
stand to benefit. Europol and the EU’s Office for Harmonization of the Internal Market
states in the “2015 Situation Report on Counterfeiting in the European Union” that:
...counterfeiting is now regarded by criminals as having lower risks and providing
higher returns than drug trafficking. It has emerged as an ever-increasing and profitable
transnational business in which organized crime networks manufacture and distribute
counterfeit products widely, taking advantage of advances in technology and the rise of
e-shopping and e-commerce.42

That same year, a study by the organized crime research institute Transcrime estimated that
organized crime in the European Union generated greater revenues from counterfeiting
than all forms of narcotics put together.43 It is worth bearing in mind that counterfeiting is
a more extensive problem in many other parts of the world, as compared to the European
Union.
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Europol estimates that there are approximately 3,600 international organized crime
groups in the European Union, and over 1,000 of these are so-called “poly-crime groups,”
deriving their profits from multiple criminal activities.44 This highlights the point that
revenues generated from counterfeiting and other contraband trade in consumer goods
empowers organizations involved in other crimes, which may be of greater public concern.
Europol has also claimed that “it is difficult to identify any organized crime group involved
exclusively in the trafficking or production of counterfeit goods, as they are inevitably
linked to other crime areas.”45 Europol has identified several organized crime groups,
with different national origins and ethnic compositions, that are involved in counterfeiting
activities in the European Union, and Chinese crime syndicates are among the more
prominent.46
The Chinese diaspora, spread across Europe, is leveraged by Chinese organized
crime groups that utilize legitimate businesses involved in the import and sale of textiles,
kitchenware, appliances, and other products. In order to facilitate money laundering, they
have developed collusive relationships with money transfer agencies, enabling them to
send large amounts of money to China. Similarly, relationships with corrupt shipping
agents enable the transportation of illicit goods. Beyond regular consumer goods, Chinese
organized crime syndicates are also involved in the production and distribution of
counterfeit pesticides, medicines, and tobacco across the European continent. In the case
of pesticides and tobacco, they also control manufacturing operations inside the European
Union. In Italy, Chinese organized crime groups enjoy close collaborative relationships
with the Italian Camorra, where it is also believed that Chinese groups supply human
trafficking victims to work in counterfeit textile sweatshops.47
The synergistic effects between the illicit trade in counterfeit excise goods with other
crimes is also illustrated by the Balkan route, a key channel for Afghan heroin reaching
Central and West European markets. The UNODC estimates that 60 to 65 tons of heroin
flow into Southeast Europe annually, and cannabis cultivation in the region is also of
growing importance, with cannabis seizures reaching 48 tons in 2012.48 The Balkans are
also an important source of small arms and explosives for the European black market.49
Albanian mafia clans play a key role in the smuggling of both heroin and cannabis, as well
as the illicit arms trade, and play a role in several other criminal activities. According to
Europol, they are involved in the manufacture and trade of counterfeit cigarettes, smuggling
the cigarettes along the same routes they use for marijuana and heroin. In the process, they
use false documents for the cargo and bribe law enforcement officers to turn a blind eye
to transports.50 The Kosovar Albanian Naser Kelmendi, designated a “foreign narcotics
kingpin” by the U.S. president in 2012 and arrested in 2013, has described himself as a
trader, and has allegedly profiteered on numerous criminal activities, including contraband
trade in both tobacco and oil.51
The aforementioned involvement of Chinese crime syndicates in European counterfeit
trade points to the Camorra as a stakeholder in the counterfeit business. The Camorra, along
with the Sicilian Cosa Nostra and ‘Ndrangheta, are the most established and powerful
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Italian mafia-type organizations. Like the Cosa Nostra and ‘Ndrangheta families, Camorra
clans control or profiteer on the multitude of criminal activities taking place in the territories
under their control, implying that profits from any one activity empower groups active in
multiple other crime areas. Although the Sicilian Cosa Nostra and ‘Ndrangheta are also
known to profit on the illicit counterfeit trade, the Camorra has gained more attention for
their involvement in counterfeiting, including large-scale operations targeting international
markets outside Italy with different kinds of counterfeit products.52
In the United States, Federal Bureau of Investigation (FBI) Operation Smoking
Dragon illustrates how the same networks used to smuggle contraband consumer goods can
be leveraged for narcotics and weapons. The FBI operation resulted in the dismantling of a
smuggling ring that initially smuggled contraband tobacco, then progressed to smuggling
narcotics, false medicines, and counterfeit currency into the United States. Before being
taken down, the criminals offered to smuggle weapons from China, including QW-2
surface-to-air missiles.53 Terrorists, rather than organized crime groups, would appear to
have a stronger interest in shooting down aircraft in the United States. Fortunately, the
buyer was neither a criminal nor a terrorist, but the FBI. An undercover agent described
one of the targets in the case as “the most dangerous man in America.” In the agent’s view,
“Whatever we wanted, whatever we brought up, he was capable of getting.” He stated
plainly that “this guy could put you together with anybody to make any deal. He said he
could get us any weapons—anything but nuclear weapons—and I think he could have.
Whatever China had, this guy was capable of getting.”54

Undermining Border Security
In addition to organized crime groups being economically empowered by illicit trade, the
facilitation of illicit trade undermines border security in general. The routes established
to move one type of contraband goods across borders can be leveraged for other uses.
An illustrative example is the 700-meter-long tunnel, equipped with an electric railway
between Ukraine and Slovakia, discovered in 2012. Police found contraband cigarettes
in the tunnel, but according to the Slovak Interior Minister, the small train in the tunnel
was also “capable of transporting various kinds of goods and we suspect also people.”55
Another example is the autonomous aircraft detained by the Russian Federal Security
Service (FSB) in 2014, carrying a 10-kilogram payload of cigarettes, used for smuggling
between the Russian and Lithuanian border.56
Beyond techniques for physically bypassing border controls, illicit trade networks
corrupt border guards to facilitate passage of smuggled cigarettes and other consumer
goods. The more extensive the smuggling of “low priority” items (such as cigarettes,
alcohol, counterfeits, etc.), the more extensive smuggling routes are established that can be
leveraged for other uses, perhaps unbeknownst to some of the facilitators involved. Such
corrupt border guards could also be used to facilitate the passage of other materials that are
of greater concern.57
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The illicit tobacco consumption in the European Union, for example, was estimated
at 58.6 billion cigarettes in 2013, representing approximately a volume of 5,860 20-foot
containers.58 The breadth of the illicit cigarette market, with the majority of products
originating outside the EU, illustrates not only how porous the borders are, but also that
an established smuggling infrastructure is in place, which can likely be leveraged for other
purposes. The large-scale illicit supply of alcohol and counterfeit goods creates similar
vulnerabilities.

Terrorism
Just as organized criminals find illicit trade in counterfeit and contraband excise goods
an attractive high profit and low risk revenue generator, so do terrorist groups. Irish
Republican Army (IRA) factions, the Kurdistan Workers Party (PKK), Hezbollah, Hamas,
the Revolutionary Armed Forces of Colombia (FARC), ISIL, various al-Qaeda affiliated
groups, and others, have all profited from illicit trade in goods that displace normally legal
goods. These terrorist organizations have profited from a diverse range of activities. Some
examples are: the smuggling of sugar in East Africa, charcoal from the Horn of Africa
to the Gulf, contraband across Turkish borders, interstate cigarette smuggling in North
America, illicit tunnel trade between the Gaza Strip and Egypt, illicit trade in excise goods
in Ireland and Northern Ireland, and the international trade in counterfeit medicines.59
The connection between the narcotics trade and the funding of terrorist organizations
has long been established. Yet, if organized crime is increasingly moving into the expanding
counterfeit market, due to high profits and lower risks, it is a logical assumption that it is of
growing importance to terrorists, too.
Dr. Louise Shelley testified before the Congressional Task Force to Investigate
Terrorism Financing in the U.S. in 2015. In her view, the concept of narco-terrorism has
meant that there has been focus on the large-scale financial generators, such as the drug
trade, while other income streams have been neglected. She states that “…increasingly
smaller-scale illicit trade in commodities such as counterfeit goods, fuel, cigarettes, food,
medicine, textiles, and clothing are used by terrorists to fund themselves in the United
States, Europe, North Africa, and the Middle East.” In her view, “the limited penalties
attached to trade in consumer goods such as counterfeit pharmaceuticals, food, alcohol,
cell phones, cigarettes have made these important growth areas for terrorist revenues.”
Shelley also points out that when terrorists function as criminal entrepreneurs they require
a number of services, including those provided by corrupt officials, as well as witting and
unwitting facilitators in the corporate world. Furthermore, “they also require professional
services from the criminal world as they retain the services of human smugglers and
specialists in nontraceable communications, forgers, and money launderers. Without hiring
this expertise, they cannot make their business function.”60
Bigger black markets sustain larger numbers of “criminal service providers,” who
are as essential to the regular criminal as to the terrorist who wants to profiteer on illicit
trade. Furthermore, terrorists engaging in illicit trade will likely establish useful criminal
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connections that can be leveraged for terrorist purposes (without the “criminal service
providers” needing to be aware of what they are truly facilitating). In the same way that
illicit arms dealers may be useful to criminals and terrorists alike, so are dishonest shippers,
suppliers of fraudulent documentation, and corrupt customs officials.

Other Costs of Illicit Trade
The ill effects of illicit trade do not stop at the economic losses and its undermining of
national security. A significant proportion of the global timber and fish supplies are illicitly
sourced, which contributes to the depletion of ecosystems, while generating several
billions of dollars in illicit revenue annually.61 Other forms of illicit trade with negative
environmental impact include chemicals used in products, or production processes,
which may not comply with environmental standards (e.g., such as consumer goods
containing CFCs/HCFCs, or other compounds detrimental to the environment).62 Illicit
mining is another area of concern, where mining operations frequently do not comply with
environmental standards.63
As it is logical for profit-maximizing counterfeit producers to cut corners on quality
and safety standards, their products may pose dangers to their consumers, who frequently
are unknowing victims. Electrical goods, for example, may pose fire hazards; faulty vehicle
components may affect road safety; and unregulated food products expose their consumers
to danger.
The clearest public health danger posed by illicit goods, however, is that of
substandard medicines. These counterfeit medicines may contain incorrect amounts of
active ingredients, no active ingredients, or the wrong ingredients. Worryingly, there are
no exact estimates of global prevalence. Although the problem also exists in developed
countries, it is particularly prevalent in the developing world, and affects most categories
of medicines.64 In a 2012 meta-study published in the Lancet, 35 percent of sampled
antimalarials in Southeast Asia and sub-Saharan Africa failed chemical analysis, while
36 percent of the examined medications in Southeast Asia were falsified, as were 20
percent of the African samples.65 With hundreds of thousands of deaths every year due
to malaria, substandard medicines have a major impact on preventing effective treatment,
and have further been identified as a factor contributing to increased drug resistance.66
The development community has devoted significant attention to improving the means of
delivering malaria drugs to affected communities. It is clear, however, that medical supply
chains remain vulnerable to the abuse of counterfeit and substandard medicine dealers, to
the detriment of the local populations and global public health efforts.
As with other forms of illicit trade, such as the narcotics trade, corruption can also play
a role in facilitating flows of illicit products that displace legitimate products.67 Corruptive
payments can be made to facilitate passage of the products, prevent apprehension by law
enforcement, avoid detection by public inspectors, and prevent convictions in the courts.
Higher-level “protection” can also be bought from politicians and other socially prominent
actors.68 The larger the illicit flows and the more entrenched the operators, the more logical
it is to assume that entrenched corruption is associated with the flows.
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The prevalence of illicit cigarettes and contraband products is generally higher in
developing countries, which are generally subject to higher levels of corruption.69 The causal
link could go both ways. Corrupt environments (many of which in the developing world also
suffer from weak state capacity) would appear to be conducive for illicit trade, but extensive
illicit trade may also be a contributing factor (amongst other factors) towards corruption.
Illicit trade can play a nefarious role in the corruption of public officials. Yet the
state itself, or the leading individuals in it, can also play a central role in controlling
illicit flows. Anecdotally, senior corporate executives have complained about the relative
of a head of state controlling illicit flows of counterfeit goods, and a customs official
explained that his government had employed a strategy of favoring certain organized
crime groups engaged in illicit trade, in order to negatively impact the income stream for
a major terrorist organization in the country.70 There are several public sources alleging
the corrupt involvement of states or heads of state (or their family members) in illicit
trade. Contraband tobacco alone provides some striking examples. The president of
Paraguay owns the company producing the greatest number of smuggled cigarettes in
Latin America.71 Montenegrin Prime Minister (and former President) Milo Djukanovic
was accused by Italian prosecutors of having run a cigarette smuggling operation worth
more than $1 billion, but charges were eventually dropped in 2009, due to his immunity
from prosecution as head of state.72 Since 2010, Belarus has remained the largest single
identifiable source of contraband cigarettes that are smuggled into the European Union.73
It is worth noting that Belarus only has two state-regulated tobacco manufacturers, and the
largest of the two is state-owned.74
State involvement in illicit trade can also be “noncorrupt,” in the sense that it may
be actual state policy, as opposed to primarily generating revenue for corrupt individuals
within it. One such example is North Korea, a state-controlled economy, where the
production of counterfeit goods in the country and the involvement of diplomats in illicit
trade can be assumed to be pursued under government orders in order to generate foreign
currency revenue.75 Production of counterfeit goods, and the diplomatic corps involvement
in contraband trade, is by no means unique to North Korea, but presumptions relating to the
state sanctioning the activity may be less clear-cut in other cases.76
Regimes such as apartheid South Africa, Saddam’s Iraq, and more recently Iran, have
all utilized illicit trade as a sanctions-busting tool to undermine the will of the international
community. The Iranian President Hassan Rouhani even turns this into a virtue, having
stated on national television that “of course we bypass sanctions. We are proud that we
bypass sanctions because the sanctions are illegal.”77

Challenges

Data
A major challenge, due to the multifaceted nature of the problem, is a lack of data to
measure the scale of the various black markets, and how they impact individual nation261
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states. Without this elementary foundation, it is very difficult to justify investing the
prerequisite resources—and political will—to combat illicit trade. There are some
rough global estimates of relevance, such as the OECD and ICC estimates relating to
counterfeiting, but global estimates are not directly relevant from the state’s perspective.78
At the national level, there are useful estimates in some countries relating to
particular categories of goods, such as the KPMG estimates for illicit tobacco consumption
in Europe, which are updated on an annual basis and based on a systematic methodology.79
However, such illicit tobacco estimates do not exist in all countries and this estimate is
only for one sector of illicit trade. Publicly available nongovernment estimates regarding
illicit alcohol are less common, and like in the tobacco sector they are, to some degree,
driven by industry. However, by virtue of being excise goods, tobacco and alcohol (and,
to some extent, petrochemical fuels) do enjoy some degree of government interest, from a
revenue perspective. The picture, when it comes to the much bigger category of counterfeit
and substandard goods, is much more problematic. In terms of public studies, there may
be individual studies in individual geographies focusing on a particular category of goods.
Most of these are not regularly recurring (although some efforts are now being made for
some categories of pharmaceutical drugs, in some countries).80 This lack of data means
that it is very difficult to assess the scale of the problem from the perspective of individual
states and to, thus, develop country-specific assessments, as well as strategies to counter
these flows.
Furthermore, counterfeits and intellectual property infringing goods do have negative
ramifications beyond a nation’s borders. It is not only the states subjected to illicit trade that
suffer. The owners of the intellectual property, frequently based in different jurisdictions,
can suffer reduced sales revenues for their legitimate products and erosion of their “brand
equity” as low quality products flood the market. This means that, in addition to estimating
the loss due to illicit trade within a national territory, it is also important to assess how
illicit trade impacts a country’s business activities globally. The Japan Patent Office (JPO)
conducts an annual survey of how leading companies are affected by counterfeiting,
which provides an indication of the proportion of companies affected. It is quite a basic
survey, but the JPO has conducted it every year for about two decades. Its finding, that
over 20 percent of responding companies state that they are affected by counterfeiting,
has potentially been a causal factor in the Japanese government’s decision to prioritize
combating counterfeiting.81
From the perspective of capturing the extraterritorial impact of counterfeiting, the
intellectual property-owning companies themselves are best placed to assess the scale
and impact of the problems they face. However, they face a dilemma. Publicly flagging
counterfeiting problems risks undermining not only consumer confidence in their products,
but also shareholder and investor sentiment. Consequently, they are unlikely to disclose
their problems with complete transparency, and furthermore, may even be reluctant to
commission effective studies as this could lead to unpleasant disclosures.82 This implies
that although companies themselves are likely key sources of data, these data sources
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are unlikely to be fully utilized without governments playing a role in facilitating the
collection.83
Professor Tom Berglund, head of the Centre for Corporate Governance at the Hanken
School of Economics (Svenska Handelshögskolan) in Helsinki and chairman of the Nordic
Corporate Governance Network, states:
Counterfeiting and intellectual property related crime is a significant challenge for many
companies. But to demand that companies should account more transparently about this
is problematic. It goes against the companies’ commercial interests to openly account for
issues such as the prevalence of cheaper counterfeits which are difficult to differentiate
from the original. It can therefore be very difficult to find a trustworthy basis upon which
to evaluate the problem’s breadth, costs and risks. That makes it unreasonable to expect
that companies shall become better at accounting for how they are affected by illicit
trade. And this creates a larger societal responsibility, which ultimately means that the
state must assume responsibility for deriving the foundation upon which it can evaluate
how the national interests are affected by IP crimes.84

Fundamentally, without data it is not possible to make a diagnosis about the extent,
effects, and best means of preventing counterfeiting. Better data could also highlight
the mutual interests of developing countries and developed countries in reducing the
prevalence of counterfeit goods. Weaker states with a high prevalence of counterfeit goods
may have limited capacity to enhance their enforcement, whereas richer exporting states of
intellectual property may be in a position to assist. Visualizing present losses could further
incentivize developed countries to enhance their assistance efforts in this space.

The Global Trade System is Better at Facilitating Flows than Regulating Them
Global merchandise trade has expanded rapidly in the past decades, constituting an
increasing proportion of global GDP, rising from 32 percent in 1990 to 49 percent in 2013.
This has been a tremendous success story in terms of boosting economic development.
There is, however, a darker underside to this story. While the facilitation of trade has
generated positive results, the need to regulate illicit flows has been neglected.
The WTO, the multilateral body responsible for regulating global trade, not only
lacks effective tools to prevent illicit trade, but some countermeasures to prevent illicit
trade can actually be deemed to contravene WTO obligations. For example, it was ruled
that Colombia had acted in contravention of WTO obligations when it attempted to reduce
smuggling and under-invoicing of textiles and footwear from Panama and China by
restricting imports to certain ports, in order to increase the efficiency of customs controls.
Similarly, efforts to reduce tobacco smuggling in the Dominican Republic, by requiring
that tax stamps be attached to imported tobacco within the country’s territory under the
supervision of that country’s tax officials, were found to be in contravention of WTO
obligations.85
In terms of substantive legal rules, the clearest linkage between the WTO and
illicit trade is the Agreement on TRIPS, which sets out global minimum standards on
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the protection and enforcement of intellectual property rights. TRIPS sets out general
standards, to be implemented according to the framework determined by each member,
and it recognizes the existence of different standards in the enforcement of intellectual
property rights among countries. Consequently, the protections required under TRIPS are
more of a “floor,” rather than a “ceiling,” requiring only minimum standards. As the WTO
has 161 members, these standards vary significantly.86
In a WTO case brought by the United States against China, the WTO panel stated that
“China has a level of protection higher than the minimum standard required by the TRIPS
Agreement.”87 Considering that China has been identified as the number one source of
global counterfeits, it is clear that the TRIPS Agreement provides very limited protection.
And under the WTO trade framework, there is very little else providing potential protection
against illicit trade. Consequently, if the legal framework of the global trading system is to
be efficient in terms of reducing illicit trade, it would need a major overhaul—a difficult
and lengthy process if it were to be attempted. The seed of the TRIPS Agreement was
planted in 1978, by the “anti-counterfeiting code.” Yet, it took another 16 years for the
TRIPS Agreement to come to fruition.88
Among those calling for reform of the current trade system are critics, such as
Professor Amir Attaran, who holds the Canada Research Chair in Law, Population Health
and Global Development Policy at the University of Ottawa, and has focused specifically
on medicines. He describes the present situation as globalization having gone only
halfway. In his view, there have been significant steps to facilitate global trade flows, but
the mechanisms to regulate these flows are not in place. Historically, the biggest trade
flows were between advanced economies, and a liberalization of trade between states—like
Canada and Germany, which have strong regulatory systems in place—does not present the
same challenges that increased flows between states with weak regulatory systems pose.
As South-South trade has grown, countries like China and India have become major global
pharmaceutical suppliers to developing countries. One problem associated with these
growing exports is substandard and falsified medicines, something the importing states are
not well-placed to handle. The result is a high prevalence of substandard medication, with
a high public price in terms of public health in the developing world. In short, Attaran’s
proposed solution is to put the onus of quality control on the exporting state through a new
treaty framework, whereby states that cannot not live up to the required quality standards
for their pharmaceutical exports could be barred from exporting pharmaceuticals. This
would place a strong incentive on pharmaceutical exporting countries to ensure that only
compliant products were exported.89
The practicality of such a solution needs to be investigated, bearing in mind the WTO
obligations on states regarding obstacles to trade. A joint study by the WTO and WHO,
WTO Agreements and Public Health, points out that the General Agreement on Tariffs and
Trade (GATT) guarantees member states the right to take measures to restrict imports and
exports of products when those measures are necessary to protect the health of humans.
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Furthermore, TRIPS “does not contain an exception for health purposes per se, but it
does allow measures necessary to protect public health and nutrition, provided they are
consistent with other TRIPS provisions.” In the assessment of the WTO and WHO, “WTO
jurisprudence has clearly established that WTO Members have the right to determine the
level of health protection they deem appropriate….”90
For a WTO member state to make use of health exceptions, the health measures may
not be more trade-restrictive than necessary.
Determining whether a measure is “necessary” involves a process of weighing and
balancing a series of factors which include the importance of the interests protected by
the measure, its efficacy in pursuing the policies, and its impact on imports or exports.
The more vital or important the policies, the easier it would be to accept as “necessary”
a measure designed for that purpose. Human health has been recognized by the WTO as
being “important in the highest degree.”91

The study’s conclusion states that, “To monitor and evaluate the health impacts
of existing WTO agreements and assess the potential health effects of proposed WTO
rules and disciplines, there is a need for research and analysis. A current obstacle to
analysis is the absence of systematic data collection….”92 This reiterates the previously
identified challenge regarding illicit trade, namely, the need for better data. It will be hard
to justify measures that may be deemed detrimental to trade, unless there is reliable data
demonstrating the deleterious effects on public health.
Whether a treaty to reduce false and substandard pharmaceuticals, as advocated by
Professor Attaran, would be deemed compliant under existing WTO obligations would
need thorough analysis. If such a proposal is deemed to be practical for medicines, there
may even be other categories of illicit and substandard goods, such as foodstuffs and
certain consumer goods that have human health implications, which could justify a similar
approach.
The list of challenges to address illicit trade is long: addressing weak enforcement
capacity and corruption in developing countries, the need to mobilize a more robust and
coordinated global approach dealing with the problem, addressing specific issues such
as the roles of intermediaries (e.g., payment and transportation providers) and suppliers,
regulation of free trade zones, ensuring effective implementation of technical track-andtrace and product authentication solutions, addressing fundamental economic drivers of
illicit trade (such as prohibition, taxation, subsidies, and sanctions), raising consumer and
societal awareness of fake and substandard products, and more. Many of these challenges,
however, will remain hard to address without policy-relevant data, which are a prerequisite
to mobilize governments and the international community.93 Likewise, mobilization behind
a more effective global legal framework for preventing illicit trade will not be possible
without better data.
A paradigm shift in how to address certain forms of illicit trade is desirable. The
present approach, largely dependent upon preventing illicit trade by trying to catch
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individual perpetrators, is ineffective. Instead, the states responsible for the origins of
the illicit flows could be held accountable. A new legal framework could motivate states,
through self-interest, by making their continued access to free trade conditional upon
compliance requirements for their exports.

The Future: A Growing Problem
Although the illicit trade in goods displacing normally licit goods is already a major
problem that merits international attention, there are reasons to believe that it will continue
to grow in magnitude.

Intellectual Property and the Evolution of the Digital Economy
As mentioned in the section describing the magnitude of counterfeiting earlier in this
chapter, historical estimates from the OECD indicate a growing scale of trade in intellectual
property infringing counterfeit and pirated goods.94 Leading multinationals have identified
a growth trend during the past five years, which they see as driven predominately by the
role of the internet as a facilitator of illicit trade, and the growing significance of emerging
markets, where counterfeiting is much more prevalent than in developed economies. These
corporations also expect that the growth trend in counterfeiting and intellectual property
theft will continue over the coming five years.95
In addition to the expected continued growth of counterfeiting, there are ongoing
transformational changes relating to the growing importance of digital content, which will
further increase opportunities for intellectual property theft-driven illicit trade. Digital
piracy is already a major issue, affecting music, film and television, software, e-books, and
other sectors of the global economy. According to a 2013 report by NetNames, intellectual
property infringing material stood for almost a quarter of the internet bandwidth in North
America, Europe, and Asia, and the piracy-focused websites facilitating this traffic are run
for profit.96
The IT research firm Gartner predicts that by 2018, 3D printing will result in losses of
at least $100 billion per year through global intellectual property infringement.97 Leading
manufacturing firms have already identified the threat, that in the future, a critical commodity
being sold will be digital blueprints, where the customer is also the manufacturer. This has
raised concerns that even manufacturing industries may suffer like other industries that
have “turned digital,” such as the music industry.98 Since the emergence of the early peerto-peer sharing services in 1999, U.S. music industry revenues have practically halved,
declining from $14.6 billion to $7.9 billion in 2013.99
The failure, so far, in regulating and policing the “digital ecosystem” may very well
have consequences in the future, for industries previously unaffected by digital piracy.
It is perhaps understandable that pirated music, film, and computer games did not raise
critical alarm bells in governments. But, perhaps these should have been seen as canaries
in a coal mine. As more and more industries become increasingly dependent on the digital
ecosystem, the economic and social costs of complacency may become unacceptable.
Only targeting the actors who make pirated content available, or those who buy it, is
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a very limited approach. A broader approach, which also includes the actors who facilitate
illicit activities, is needed. Success requires fostering a digital ecosystem where internet
service providers, search engines, payment solution providers, and online advertisers all
behave responsibly, rather than aid and abet intellectual property theft. There are reasons
for optimism. In certain countries, internet service providers have started blocking access
to pirate websites, advertisers have taken measures to avoid advertising on such sites,
and payment providers have implemented policies to block payments to such sites.100 But
with estimates that a quarter of internet bandwidth usage relates to intellectual property
infringing content, much remains to be done, and the growth of dark net transactions and
cryptocurrencies poses some tough challenges ahead.101

Excise Goods
If the illicit trade in counterfeit and other intellectual property infringing products is
expected to continue on an upward trajectory, there are few reasons to expect a different
development for illicitly traded excise goods. “Sin taxes,” such as those on tobacco, are
a politically attractive source of raising revenues, as they can be justified as “good” on
the grounds of their expected positive impact on public health. Consequently, sin taxes
frequently enjoy a long-term growth rate over and above inflation. In terms of economic
logic, this also implies that the profit potential for criminals supplying illicit cigarettes is
on a long-term upward trajectory, coupled with a growing incentive for the consumers to
switch to a cheaper illicit alternative.
Although there are reasons to believe that both the illicit trade in both intellectual
property infringing goods and excise goods will grow, there are also developments that
may mitigate these expected trends. A more effective global coordinated response may not
yet be around the corner, but the continued development and broader application of product
authentication (as well as track-and-trace) technologies is empowering customers, public
servants, and businesses to more effectively identify illicit products; it is one such area
that could have significant impact, even if other enforcement efforts remain insufficient.
The solutions provided by companies such as Sproxil and MPedigree enable customers to
verify whether a consumer product is genuine or not, using a mobile phone and a scratch
code on the product itself. Such solutions may not address the underlying causes of illicit
trade, but they at least provide a tool to prevent individuals from becoming unwitting
victims of counterfeits. They can also provide real-time data and analytics on the illicit
market. Furthermore, if authentication solutions help an increasing number of customers
discover that they are purchasing fakes, they could in turn pressure retailers to reconsider
using the suppliers providing fakes.
Nonetheless, bearing in mind the likely growing scale of illicit trade in goods displacing
normally legal goods, the price of underprioritizing this already enormous problem will likely
continue to grow. Unless these trends can be reversed, an already large and neglected income
stream for the criminal underworld will grow even larger, empowering nonstate actors, while
further undermining state capacity through its detrimental impact on economic development.
267

Lallerstedt

It is characteristic of human behavior to prioritize, and even exaggerate, threats with
a high “fear factor,” such as terrorism, mass shootings, or narcotics. Highly visible human
suffering engages our emotions and pressures leaders to act. The illicit trade in normally
legal goods does not directly generate fear-inducing, high-profile incidents. It is largely an
invisible flow, remaining below the radar, yet incurring enormous economic, human, and
security costs.
Consequently, success in tackling illicit trade requires leadership that takes us
beyond the politically intuitive threats. A holistic approach towards tackling the underlying
enablers, or accelerators, of organized crime, corruption, and terrorism must address all its
major components. Thus, we can no longer afford to neglect the mega-problem of illicit
trade in “normally licit” goods.
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